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DETAILED ACTION 

1 . This is in response to the arguments filed on 10/20/2008. 

2. Claims 1-18, 45-46, and 48-49 are pending in the application. 

3. Claims 1-18, 45-46, and 48-49 have been rejected. 



Response to Amendment 

4. The examiner approves the amendments made to claims 1 , 2, 5-1 2, 1 8, 45. 

5. The examiner approves addition of claims 48, and 49. 

6. The examiner approves cancellation of claim 1 9-44, and 47. 

Claim Rejections - 35 USC §112 

7. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

Claims 1-18, 45-46, and 48-49 are rejected under 35 U.S.C. 112, first paragraph, as 
failing to comply with the enablement requirement. The claim(s) contains subject matter 
which was not described in the specification in such a way as to enable one skilled in 
the art to which it pertains, or with which it is most nearly connected, to make and/or use 
the invention. Applicant claims "migrating a non-migratable storage key". As the name 
emphasis "non-migratable storage key" means the key which should not be migrated or 
transferred. Any person ordinary skill in the art would normally understands and 
interprets from the name that the non-migratable key is non transferable. However, if 
someone wants to claim to transfer this key then there should be adequate support in 
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the specification how to make and use the claimed invention without undue 
experimentation. The examiner could not find anywhere in the specification that how to 
transfer this non-migratable storage key and where to transfer and thus the 
experimentation needed to practice the invention undue or Unreasonable. The analysis 
and conclusion of a lack of enablement are based on the factors discussed in MPEP § 
2164.01(a) and 2164.04. In re Wands, 858 F.2d at 737, 8 USPQ2d at 
1404 (Fed. Cir. 1988). See also United States v. Telectronics, Inc., 857 F.2d 778, 
785, 8 USPQ2d 1217, 1223 (Fed. Cir. 1988) ("The test of enablement is whether one 
reasonably skilled in the art could make or use the invention from the disclosures in the 
patent coupled with information known in the art without undue experimentation."). 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

8. Claims 1-18, 45-46, and 48-49 are rejected under 35 U.S.C. 112, second 
paragraph, as being indefinite for failing to particularly point out and distinctly claim the 
subject matter which applicant regards as the invention. In these claims applicants 
mention "...key storage hierarchy associated with a trusted platform module 
associated with the trusted platform ;" which is generally narrative and indefinite with 
the invention. Applicants do not point out clearly which options include in the present 
invention by this limitation. The normal understanding from the claim limitation to any 
ordinary skill in the art that the "key storage hierarchy" is associated with a trusted 
platform. Then, why it is again associated with the trusted platform. Examiner failed to 
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understand what is difference between these two trusted platforms from the claim. So 
this limitation is indefinite with the present application. The examiner will interpret these 
terms and limitations with the regarding claims as best understood for applying the 
appropriate art for rejection purposes. Appropriate correction needs to overcome the 
rejection. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

9. Claims 1-18, 45-46, and 48-49 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Challener et al hereafter Weiss (US patent 6071 190) in view of 
Cromer et al hereafter Cromer (US Patent 7,191,464). 

1 0. As per claim 1 , Challener discloses a system, comprising: a logic configured to 
perform cryptographic key maintenance where the cryptographic key maintenance 
includes migrating a non-migratable storage root key from a root of a key storage 
hierarchy associated with a trusted platform module associated with the trusted platform 
a trusted platform to which the logic is bound in a one-to-one manner and an interface 
configured to facilitate operably connecting the system to the trusted platform (abstract, 
paragraphs, 0007, 003-0031). He does not expressly disclose the logic is bound to in a 
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one-to-one manner with trusted platform. However, in the same field of endeavor, 
Cromer discloses the logic is bound to in a one-to-one manner with trusted platform 
(col. 4, lines 35-55, col. 3, lines 50-62). 

Accordingly, it would been obvious to one of ordinary skill in the network security art at 
the time of invention was made to have incorporated Cromer's teachings of bound the 
logic with one-to-one manner with the teachings of Chanllener, for the purpose of 
suitably using the non-migratable key to be migrated in the trusted platform. 

11. As per claim 2, Challener discloses the system where the cryptographic key 
maintenance performed by the logic comply with the Trusted Computing Group (TCG) 
specification version 1 .lb (paragraphs 0022-0024). 

12. As per claim 3, Challener discloses the system where the logic comprises an 
application specific integrated circuit (ASIC) (abstract, paragraphs, 0007, 003-0031). 

1 3. As per claim 4, Challener discloses the system where the logic comprises a 
microprocessor operably connected to a non-volatile memory (paragraphs, 0020). 

14. As per claim 5, Challener discloses a system where a logic configured to perform 
one or more of key maintenance, and cryptographic key migration and an interface 
configured to facilitate operably connecting the system to the trusted platform and 
where the logic and the interface comprise part of a USB token (abstract, paragraphs, 
0007, 003-0031). He does not expressly disclose the logic is bound to in a one-to-one 
manner with trusted platform. However, in the same field of endeavor, Cromer discloses 
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the logic is bound to in a one-to-one manner with trusted platform (col. 4, lines 35-55, 
col. 3, lines 50-62). 

The same motivation that was utilized in the combination of claim 1 applies equally as 
well to claim 5. 

1 5. As per claim 6, Challener discloses the system where the logic is configured to 
migrate one or more nqn-miqratable keys from a trusted platform module associated 
with the trusted platform and configured to use the miglrated one or more non- 
migratable keys to decrypt items that were encrypted by the trusted platform module 
(abstract, paragraphs, 0007, 003-0031). 

16. As per claim 7, Challener discloses the system where the logic is Configured to 
perform pofforming cryptographic key maintenance including cloning the trusted 
platform with the cooperation of a manufacturer of the trusted platform and an owner of 
the trusted platform (paragraphs 0022-0024). 

1 7. As per claim 8, Challener discloses the system where the to perform performing 
cryptographic key maintenance includes including having the manufacturer of the 
trusted platform act as an intermediary and migrating [[a]] the non-migratable storage 
root key from [[a]] the root of [[a]] the_key storage hierarchy associated with [[a]] the 
trusted platform module associated with the trusted platform (abstract, paragraphs, 
0007, 003-0031). 

18. As per claim 9, Challener discloses the system where the logic is configured to 
performing cryptographic key migration including logically attaching a trusted platform 
module migratable key data structure associated with a first protected storage tree to a 
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second protected storage tree (paragraphs, 0020). 

1 9. As per claim 1 0, Challener discloses the system where the logic is configured to 
store one or more of, a copy of a storage root key, a binding data that facilitates binding 
the logic to the trusted platform in a one-to-one binding, a processor executable set of 
instructions that facilitate the trusted platform determining that the trusted platform is 
interfacing with the logic instead of [[a]] the trusted platform module, and a processor 
readable set of data that facilitates the trusted platform determining that the trusted 
platform is interfacing with the logic instead of a trusted platform module (paragraphs 
0022-0024). 

20. As per claim 1 1 , Challener discloses the system where the logic is configured to 
facilitate substantially instantaneously restoring the trusted platform module 
(paragraphs, 0020). 

21 . As per claim 12, Challener discloses the system where the logic is configured to 
decrypt one or more of, a key, and a piece of data encrypted by [[a]] the trusted platform 
module (paragraphs, 0020). 

22. As per claim 1 3, Challener discloses the system where the logic is configured to 
execute processor executable instructions associated with the logic while preventing 
execution of processor executable instructions not associated with the logic (abstract, 
paragraphs, 0007, 003-0031). 

23. As per claim 14, Challener discloses the system where the logic is configured to 
read processor readable data associated with the logic while preventing a second logic 
from reading the processor readable data associated with the logic (paragraphs, 0020). 
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24. As per claim 1 5, Challener discloses the system where the logic is configured to 
detect whether there is a functional trusted platform module associated with the trusted 
platform (abstract, paragraphs, 0007, 003-0031). 

25. As per claim 1 6, Challener discloses the system where the logic is configured to 
prevent creation of a new cryptographic key by the system and to prevent performance 
of an attestation service by the logic (paragraphs 0022-0024). 

26. As per claim 1 7, Challener discloses the system where binding the logic to the 
trusted platform in a one-to-one manner includes producing an optimal asymmetric 
encryption padding (OEAP) binary large object to facilitate copying a storage root key 
stored in a trusted platform module associated with the trusted platform (paragraphs, 
0020). 

27. As per claim 18, Challener discloses the system the logic is configured to 
perform a finite number of cryptographic key maintenance operations (abstract, 
paragraphs, 0007, 003-0031 ). 

28. As per claim 45, Challener discloses a system, comprising: an electronic 
apparatus configured with a trusted platform module; and an interface operably 
connected to the electronic apparatus, and a subordinate trusted platform module to 
communicate with the trusted platform module via the interface, the subordinate trusted 
platform module including logic to migrate a non-miqratable storage root key from the 
trusted platform module to be stored within the subordinate trusted platform module 
(abstract, paragraphs, 0007, 003-0031 ) . He does not expressly discloses the interface 
configured to facilitate operably, detachably connecting a subordinate trusted platform 
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module to the electronic apparatus. However, in the same field of endeavor, Cromer 
discloses the interface configured to facilitate operably, detachably connecting a 
subordinate trusted platform module to the electronic apparatus (col. 4, lines 35-55, col. 
3, lines 50-62). 

The same motivation that was utilized in the combination of claim 1 applies equally as 
well to claim 45. 

29. As per claim 46, Challener discloses the system where the electronic apparatus 
comprises one of, a computer, a printer, a cellular telephone, and a digital camera 
(abstract, paragraphs, 0007, 003-0031). 

30. As per claim 48, Challener discloses the system where the interface includes a 
port, and the subordinate trusted platform module is embodied in a removable 
component that is attachable and detachable to the port (abstract, paragraphs, 0007, 
003-0031 ). 

31 . As per claim 49, Challener discloses the system where the subordinate trusted 
platform module is configured to use the migrated non-migratable storage root key to 
decrypt items that were encrypted by the trusted platform module (abstract, paragraphs, 
0007, 003-0031). 

Conclusion 

32. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See M PEP 
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§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Mohammad w. Reza whose telephone number is 571- 

272- 6590. The examiner can normally be reached on M-F (9:00-5:00). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, MOAZZAMI NASSER G can be reached on (571)272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
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have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 

/Nasser G Moazzami/ /Mohammad W Reza/ 

Supervisory Patent Examiner, Art Unit 2436 Examiner, Art Unit 2436 



